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CHAPTER 3.2: 

KEY GOVERNANCE ISSUES AND 
RECOMMENDATIONS 
David Sandalow and Hari Osofsky 

Current legal regimes do not provide effective governance of space-based data centers (SBDCs). This 
chapter summarizes of some of the most important governance issues raised by SBDCs and offers 
recommendations for addressing fragmentation and gaps.  

A. Low-Earth Orbit (LEO) Congestion

Low Earth orbit (LEO) is a finite resource. Deploying 
hundreds of thousands of SBDCs into LEO creates 
risks of collision cascades and the long-term 
degradation of orbital corridors through debris 
accumulation. The most severe manifestation 
would be the Kessler Syndrome, a self-sustaining 
chain reaction of collisions that could render certain 
orbital shells unusable for generations. (See 
Chapter 2.2.) 

International space law does not create a single 
global traffic controller for LEO. Instead, it places 

MAIN MESSAGES 
▪ Large constellations of space-based data centers (SBDCs) raise many governance issues. Current

international and national laws address many of those governance issues weakly if at all.

▪ Much stronger international coordination is needed to manage orbital congestion and protect
night skies and astronomy from large constellations of SBDCs. The Montreal Protocol on
Substances that Deplete the Ozone Layer and UN Framework Convention on Climate Change
should both pay close attention to SBDCs in the years ahead.

▪ SBDCs raise challenging governance issues on a wide range of other topics including spectrum
allocation, market concentration, AI governance and data governance.

▪ Fragmented international law and national rules allow operators to shop for favorable
jurisdictions, while current liability and insurance arrangements have important gaps

Debris in orbit. Source: European Space Agency 
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responsibility on national governments to authorize and continually supervise launches from their 
territories. The Inter-Agency Space Debris Coordination Committee (IADC), a forum of national space 
agencies, sets technical debris-mitigation guidelines but has no rule-making authority.1 

The United States, where most SBDC launches are likely to take place in the years ahead, addresses 
space congestion through a decentralized combination of tracking, collision warnings, licensing and 
debris-mitigation rules.2 The US Space Force maintains the principal object catalog, while the 
Department of Commerce’s Traffic Coordination System for Space (TraCSS) is responsible for routine 
civil and commercial space-safety services.3,4 The Federal Communications Commission (FCC) 
regulates satellite operators through requirements concerning collision risk, maneuverability, 
tracking, debris prevention and disposal, and the Federal Aviation Administration (FAA) addresses 
safety during launches and re-entries. The National Aeronautics and Space Administration (NASA) 
and the National Oceanic and Atmospheric Administration (NOAA) add technical standards, mission-
specific collision management and disposal conditions for certain spacecraft."5 

The Chinese government requires permits for space launches and has issued guidance on space-
debris management.6 The Russian Federation cooperates with the IADC and has an international 
network for space-debris monitoring, including a facility in South Africa.7,8 The European Union 
manages congestion through a combination of EU-level surveillance services and national licensing 
laws.9 

One option for addressing congestion in LEO: an International Space Traffic Management 
Organization (ISTMO). Such an organization could facilitate communication between launching state 
and satellite operators to help minimize the risks of collision and overcrowding. Eventually, such an 
organization could move toward setting standards for collision avoidance and regulating the number 
of satellites in LEO, although leading spacefaring nations would be reluctant to sacrifice national 
autonomy in that regard. A key first step would be convening a multi-stakeholder meeting at the 
United Nations to explore creation of an ISTMO.10,11 

A new organization is not the only option. The International Telecommunication Union (ITU), which 
coordinates radio frequencies and geostationary orbital slots, could be adapted to allocate slots and 
manage orbital carrying capacity in LEO.12 The International Civil Aviation Organization's (ICAO’s) 
mandate could be extended to help manage space traffic.13 A 2020 paper proposed an 
internationally harmonized “orbital use fee” to help manage space-traffic congestion.14 

B. Night Skies

SBDCs could transform night skies around the world. If the plans proposed by SpaceX and other 
companies are implemented without brightness-mitigation measures, satellites would dominate the 
night skies seen by billions of people around the world.15-17 (See Chapter 2.1.) 

Laws and regulations protecting the night sky are almost non-existent. No international body has 
authority to issue rules or guidelines on this topic. (In 2024, the UN Committee on the Peaceful Uses 
of Outer Space (COPOUS) put “dark and quiet skies” on its agenda as a topic for discussion in 2025, 
2026 and 2027.18) No national laws or regulations limit satellite brightness. With proposals to launch 
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more than one million SBDCs already under 
consideration by regulatory agencies, there is an 
urgent need for governance norms on this topic. 

Internationally, the most important step would 
be to make protection of the night sky an explicit 
part of space governance. COPUOS could adopt 
model licensing standards for SBDCs that place 
limits on satellite brightness or, at a minimum, 
require disclosure of satellite size and surface 
materials. This could be done under authority of 
the Outer Space Treaty, which requires states to 
authorize and supervise private space activities 
and consult when a planned activity may cause 
harm.1 

US government policy will be especially important since applications for SBDC mega-constellations 
are pending before the US FCC. As a first step, US regulators should analyze dark-sky impacts as part 
of their public-interest review for satellite licensing. The FCC should revise its categorical exclusion 
under the National Environmental Policy Act (NEPA) for satellites and require reviews of potential 
night sky impacts before licensing large satellite constellations.20-22 (In July 2026, Earthjustice called 
on the FCC to conduct a Programmatic Environmental Impact Statement under NEPA, including a 
review of night-sky impacts, before approving licenses for mega-constellations of SBDCs.23) Then 
NASA, NOAA and other scientific agencies should develop brightness standards for satellite mega-
constellations, and the FCC and the FAA should attach binding brightness limits to each license.  

Other countries should adopt equivalent rules to avoid regulatory arbitrage. The European Union's 
proposed Space Act is a useful model. It would require satellite operators to implement plans to 
mitigate “light and radio pollution” and maintain a visual magnitude of seven or dimmer throughout 
a satellite’s lifetime.242 

1 Outer Space Treaty Article VI (requires state authorization and continuing supervision of non-
governmental space activities); Article IX (requires due regard and consultation where planned 
activities may cause potentially harmful interference). See UNOOSA, Treaty on Principles Governing 
the Activities of States in the Exploration and Use of Outer Space, including the Moon and Other 
Celestial Bodies.19 
2 A space object with a visual magnitude of seven is invisible to the naked eye from the Earth’s 
surface. (On the visual magnitude scale, brighter objects have lower numbers and dimmer objects 
have higher numbers.) 

Satellite trails in the night sky including from the 

International Space Station (ISS) and Starlink 

constellation. Source: Max Alexander CC BY 4.0 
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C. Astronomy

SBDCs’ impacts on astronomy are a particular 
concern. These impacts grow in part from SBDCs’ 
impacts on the night skies seen by billions of 
people around the world (discussed just above) 
but are broader. A satellite too faint for the naked 
eye can ruin a long exposure on a research 
telescope.25,26 SBDCs have significant infrared heat 
signatures that can severely disrupt ground-based 
and space-based thermal-infrared astronomy.27 
The problem extends deep into the radio spectrum 
as well, fundamentally threatening the field of 
radio astronomy.28 (See Chapter 2.1.) 

Just as with visual brightness, governance regimes for addressing this issue are mostly or completely 
absent. The ITU Radio Regulations protect radio astronomy only in specifically allocated bands, yet 
many observations use frequencies outside those bands and have no official right of protection from 
authorized services.29 No international body regulates thermal or infrared emissions in orbit. 

Several steps would help. The ITU could enact binding limits on out-of-band emissions for large-scale 
orbital infrastructure and mandate that satellite operators implement mitigation strategies, such as 
automatically powering down specific downlink beams when traversing the zenith of major radio 
observatories.28 COPUOS could formally adopt comprehensive "Dark and Quiet Skies" protocols that 
address optical, thermal and radio interference. National regulatory authorities could include terms 
in licenses requiring SBDC operators to disclose radiated emissions and orbital position data, so 
observatories could schedule around them. Authorities could also require transmission avoidance 
over radio quiet zones. 

D. Stratospheric Ozone Depletion

Ozone in the stratosphere absorbs ultraviolet rays that cause skin cancer, cataracts and widespread 
damage to crops and ecosystems. In the 1970s and 1980s, scientists discovered that 
chlorofluorocarbons (CFCs) and related chemicals were destroying the stratospheric ozone layer, 
leading to adoption of the 1985 Vienna Convention for the Protection of the Ozone Layer in 1985 
and the Montreal Protocol in 1987. These treaties established an international governance 
framework for controlling ozone-depleting substances and were ratified by every nation on Earth. 
Largely thanks to the binding controls imposed under the Montreal Protocol, more than 98% of 
ozone-depleting substances have been phased out, and the stratospheric ozone layer is slowly 
healing.30,31 

SBDCs could threaten this achievement, although the extent of the threat is uncertain. (See Chapter 
2.3.) Launch emissions raise the first concern, with potential releases of chlorine and black carbon 
into the stratosphere. One analysis suggests that roughly 2000 launches per year could reduce 
stratospheric ozone globally by about 0.29% and Antarctic springtime ozone by 3.9% within several 

The ozone layer. Source: Wikimedia Commons. CC BY-

SA 4.0 
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years.32 Re-entry adds a second concern. Burning 
satellites generate aluminum oxides (Al2O3) that 
can catalyze the chlorine reactions that deplete 
ozone. Nitrogen oxides (NOx) generated by 
satellite re-entry also deplete stratospheric ozone. 
The launch cadence required to sustain GW-scale 
deployments of SBDCs raises serious concerns 
regarding stratospheric ozone depletion. More 
study is needed to understand these threats.32-36 

The Parties to the Vienna Convention and 
Montreal Protocol have begun to respond to these 
challenges. In 2024, the Ozone Research Managers 
of the Parties to the Vienna Convention recommended incorporating space activities into climate 
models and conducting laboratory studies to better characterize the relevant stratospheric 
processes.37 In 2026, the Parties to the Montreal Protocol directed their Scientific Assessment Panel 
and Environmental Effects Assessment Panel to examine the potential effects of rockets and 
satellites on the ozone layer.38 

Further steps would strengthen these responses. Possibilities include the following: 

▪ The Parties to the Vienna Convention could establish a standing study program focused specifically
on the space sector, including SBDCs. This program would quantify Al2O3, chlorine, black carbon
and NOx fluxes across a range of SBDC deployment pathways and fund sampling of the
stratosphere to reduce the uncertainties in current models.

▪ The Parties to the Vienna Convention and Montreal Protocol could develop guidance for
estimating the impacts launches have on stratospheric ozone. National space regulators could
require or encourage SBDC operators to (1) disclose stratospheric-ozone impacts and (2) adopt
measures to reduce these impacts, including the use of low-chlorine propellants and satellite
designs that minimize use of aluminum.

▪ If further research suggests SBDCs and other space activities could present significant threats to
the stratospheric ozone layer, the Parties to the Vienna Convention could consider amending the
Montreal Protocol or adopting a new protocol to address these issues.39,40

The Vienna Convention and Montreal Protocol succeeded in part because science, technological 
innovation and diplomacy advanced together. This model should be applied to SBDCs’ impact on the 
stratospheric ozone layer now before any large-scale deployment of SBDCs begins. 

E. Climate Change

Once in orbit, SBDCs emit no greenhouse gases (GHGs), relying instead on solar power. However in 
order to reach orbit, SBDCs must be launched on rockets that burn refined kerosene (RP-1), liquefied 
natural gas (LNG) or other propellants. Combustion of these fuels emits GHGs as well as black 
carbon, warming the planet. The process of manufacturing rockets also results in emissions of GHGs. 

Rocket launch. Source: Adobe Stock 
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The life-cycle GHG emissions of SBDCs depends 
on a number of factors and in many cases may be 
greater than the life-cycle GHG emissions of data 
centers on Earth. (See Chapter 2.4.)  

Governing authorities have paid scant attention 
to the global warming impact of SBDCs (or rocket 
launches more broadly). The draft EU Space Act 
would require launch operators to calculate and 
report their climate-change impacts, but it does 
not have the force of law.41,42 The space-related 
activities of the Vienna Convention and Montreal 
Protocol discussed above have some relevance to this topic since the ozone-depleting substances 
covered by these treaties are also GHGs. However, emissions from rocket launches are not the 
subject of any formal dialogue under the UN Framework Convention on Climate Change (UNFCCC), 
and the Intergovernmental Panel on Climate Change (IPCC) has no dedicated reporting category or 
emission factors for such emissions in its inventory guidelines. The environmental work of the ICAO 
applies only to aircraft, not to launch vehicles.  

To address these regulatory gaps, international climate and space bodies should establish 
standardized carbon accounting methodologies for SBDCs. The UNFCCC’s Subsidiary Body for 
Scientific and Technological Advice (SBSTA) should establish a work program on emissions from 
rocket launches and request that the IPCC Task Force on National Greenhouse Gas Inventories 
develop guidance on this topic. This work should be coordinated with COPUOS, the Vienna 
Convention and the Montreal Protocol. This framework should cover the full life-cycle of SBDCs 
including satellite and server manufacturing, propellant production, launch-site fuel use and re-entry. 
National governments should require life-cycle climate assessments as a condition for authorizing 
SBDC constellations. Operators should report the projected life-cycle GHG emissions of SBDCs, 
including GHG emissions per unit of compute and compare these results with terrestrial alternatives 
using transparent assumptions. 

F. Radio Spectrum

The radio spectrum is a finite resource. Radio waves (electromagnetic waves at frequencies up to 
3000 GHz) carry telecommunications of all kinds, including satellite-ground station links and satellite 
telemetry, tracking and command (TT&C).43,44 The leading SBDC applicants at the FCC (SpaceX, 
Starcloud, Blue Origin and Cowboy Space) are seeking permission to use radio spectrum chiefly or 
solely for TT&C.45-48 In their plans, SBDCs use optical links (at frequencies above the radio spectrum) 
to connect with each other and with communications satellites that transmit data to and from 
ground stations on Earth.49 However, astronomers have expressed concern that faint unwanted 
radio signals from enormous SBDC constellations (including spillover beyond assigned frequency 
bands) could add up and interfere with radio astronomy.15 

Satellite dishes at a ground station.

Source: Adobe Stock
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International spectrum governance rests with the ITU. The ITU Radio Regulations, a binding treaty, 
allocate frequency bands and are revised every three to four years at World Radiocommunication 
Conferences (WRCs). National administrations file satellite networks with the ITU, coordinate with 
one another, and notify frequency assignments to the ITU, which records them in the Master 
International Frequency Register, generally on a first-come, first-served basis. The ITU has no 
enforcement powers, and its rules do not reach optical satellite links, which operate at frequencies 
above the radio spectrum. The agenda for WRC-27, to be held next year, includes studies on 
protecting radio astronomy from aggregate interference from non-geostationary satellite systems, a 
category that includes SBDC constellations.50-54 

National governments control spectrum use within their jurisdictions. In the United States, the FCC 
licenses commercial satellite spectrum. In China, the Radio Regulations issued jointly by the State 
Council and the Central Military Commission, with implementing rules, require approval from the 
Ministry of Industry and Information Technology (MIIT) for satellite network frequency licenses, and 
2025 MIIT guidance calls for issuing licenses in batches to accelerate Chinese constellations.55,56 In 
the European Union, spectrum licensing remains with Member States, although the proposed EU 
Space Act would require satellite operators to mitigate radio pollution.57,58 

In light of the scale of the SBDC mega-constellations being proposed, the ITU should build on its 
initial work in this area and make the topic a priority in preparatory studies for WRC-27 and at the 
conference itself. National authorities should act as well. Before licensing any large SBDC 
constellation, the FCC should conduct an aggregate interference and spectrum capacity analysis 
covering all systems in the relevant bands. Other national regulators, including MIIT and European 
administrations, should adopt equivalent requirements, drawing on the radio pollution provisions of 
the proposed EU Space Act.49,59 

G. Market Concentration

Several factors could push the SBDC industry toward high levels of market concentration. The first is 
capital intensity: SBDC constellations will require significant capital expenditures. The second is 
vertical integration: companies that control both launch vehicles and in-orbit communications 
networks could gain market positions that make it exceedingly difficult for rival firms to compete. 
The third is scarcity: spectrum rights and preferred orbital shells (particularly dawn-dusk Sun-
synchronous orbits (SSOs)) are limited, and the ITU’s priority-by-filing-date in the unplanned 
frequency bands can give early movers an important advantage.60,61 Together, these factors could 
allow early movers to develop advantages that make later entry nearly impossible. 

Ownership of in-orbit communication networks could be particularly important. Companies that own 
these networks (such as SpaceX and Amazon) could have a significant competitive advantage in 
operating SBDCs because of their ability to transfer data between LEO and Earth. Other companies 
seeking to develop SBDCs will need to either build their own satellite communications network at 
enormous expense or secure data-transfer services from third parties. 

Dominant vertically integrated companies could exclude rivals by denying access to communications 
satellite or launch infrastructure and charging rivals higher prices than their own affiliates. SpaceX’s 
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reported decision to stop accepting rideshare bookings beyond late 2028, reportedly due to a full 
Falcon 9 manifest, illustrates the vulnerability of smaller operators to a single low-cost provider.62,63 
Companies could also use their affiliate structure to create dominance in multiple jurisdictions with 
complex corporate structures that allow for regulatory arbitrage. 

To address these concerns, governments could require dominant providers of launch services and 
satellite data-transfer capacity to provide fair, reasonable and nondiscriminatory access. Such open 
access rules have been adopted for natural gas pipelines, railroad networks,64 electricity 
transmission65 and terrestrial broadband.66 The US Federal Energy Regulatory Commission, for 
example, requires interstate natural gas pipelines to provide open access on equal terms.67 
PipeChina was established by the Chinese government with the same goals in mind.68 

Other possible steps include the following. 

▪ Governments could require that launch, compute and data-transfer services be provided by
unaffiliated firms or prohibit preferential pricing for corporate affiliates.

▪ ITU Member States could reform the ITU’s priority-by-filing-date policy in the unplanned frequency
bands to protect future entrants.

Several of these measures could raise complicated choice of law questions in light of the potential 
involvement of multiple jurisdictions in any SBDC constellation.69 

In deciding whether to pursue these measures, government should consider the risk that such 
measures could deter socially beneficial investments. This topic merits significant additional analysis. 

H. Artificial Intelligence (AI) Governance

Many if not most SBDCs will be used for artificial intelligence (AI) model training and inference. 
Although data centers are used for many purposes other than AI (video streaming, email systems, 
financial transactions and more), the main driver behind proposals to launch SBDCs is the growing 
demand for AI compute. Several companies, including Space X,70 Google,71 Anthropic,72 Starcloud73 
and ADASpace,74 are moving forward with ambitious plans and some of them are already piloting AI 
model training and inference in space (Palantir began using AI in space in 202275). 

Plans to locate AI model training and inference in space come as AI models’ capabilities rapidly 
improve and regulators grapple with numerous risks and concerns.76 In July 2026, OpenAI disclosed 
that, during cybersecurity testing, two of its models escaped their sandboxed test environment, 
gained Internet access and breached another company’s computer systems. An independent report 
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by Model Evaluation and Threat Research (METR) found that roughly 1200 agents meant to be 
isolated from one another sent roughly 70,000 messages and 700 agents participated directly in the 
attack.77-79 Anthropic disclosed similar incidents with its models.80-83 Beyond these risks around 
misbehavior, concerns with AI usage are growing on a wide range of topics, including algorithmic 
bias, privacy violations, misinformation, deep fakes, transparency and liability when AI plays a role in 
harm.84,85 In addition, as models improve, important questions arise about human oversight, 
transforming sectors and labor markets, and copyright, among other issues.86-88 

International law on AI governance is extremely limited. The only binding treaty on AI is the Council 
of Europe Framework Convention on AI, which the European Union has ratified; the United States, 
United Kingdom, Japan and Israel have signed but not yet ratified; and China, India and the United 
Arab Emirates have not signed.89-92 Since 2023, global leaders have met in a series of annual AI 
summits, issuing non-binding communiques on AI policies each year. (The summits were in the 
United Kingdom, South Korea, France and India.) Neither the Council of Europe treaty nor 
communiques from these summits address AI in space. The Outer Space Treaty long predates the 
modern AI era and Article VIII, which states that a “Party to the Treaty on whose registry an object 
launched into outer space is carried shall retain jurisdiction and control over such object,” has never 
been applied to AI in space.  

National and subnational laws on AI governance are beginning to emerge as AI plays an increasingly 
central role in societies and economies around the world:  

▪ The European Union has the most comprehensive binding AI regulation. The EU AI Act and EU
Commission guidelines impose a range of requirements on AI models depending on their risk.
These rules include notification, evaluation and risk-mitigation obligations for AI models on the EU
market regardless of the provider’s location.93,94

▪ The United States has no federal legislation on AI, but the US federal government has recently
developed oversight via executive order and export-control directives on release of new frontier
models.95 California has landmark AI legislation targeting AI model safety, transparency and
consumer protection.96 Utah’s AI law targets deepfakes and mental health apps.97 A growing
number of other states are considering laws or regulations, which the federal government
executive branch is encouraging Congress to preempt.98,99

▪ China is in the process of developing comprehensive regulation and currently has extensive
fragmented regulation that addresses numerous aspects of AI, including security assessments,
algorithm filings and required labeling of AI-produced content.100-102

▪ The United Kingdom lacks comprehensive legislation but has sectoral regulation and provisions in
criminal and online safety legislation.103

▪ Japan has an Act on Promotion of Research and Development and Utilization of Artificial
Intelligence-Related Technology that aims to foster AI development and economic growth rather
than focusing on prohibitions or penalties.104,105

November 2026 



Space-Based Data Centers Roadmap: The Case for Caution 

Chapter 3.2: Key Governance Issues and Recommendations – 3.2-10 

▪ India does not have comprehensive AI legislation but has amended its Information Technology
Rules to address AI-generated content and has issued India AI Governance Guidelines.106,107

▪ The United Arab Emirates does not have a comprehensive national law but has adopted the UN
Educational, Scientific and Cultural Organization’s (UNESCO’s) AI Ethics Recommendation and has
a national strategy, nonbinding Charter and guidelines, and sector-specific guidelines.108

▪ Israel has an AI policy that encourages responsible private sector innovation and other laws that
impact AI, but it does not have comprehensive regulation.109

We are not aware of any national or subnational AI governance laws that specifically address AI 
training or inference in space. 

In general, AI governance laws apply based on the location of AI outputs or the market where the 
model operates, not where AI compute takes place. If someone uses an AI model to create a deep 
fake video in the European Union, for example, it would not matter under the EU Act whether model 
training or inference took place in San Antonio, Sichuan or space.93 AI governance laws on a range of 
topics, including consumer protection, labor rights, access for minors, transparency, disclosure and 
more, have a similar geographic approach.93,110,111 

If an AI model’s outputs create problems on a satellite, such as by interfering with its collision 
avoidance system, the resulting harms could implicate the Liability Convention and Outer Space 
Treaty Articles VI and VIII.112-114 (In this regard, SBDCs are the same as all other satellites in orbit.) As 
discussed further in Sections IX and X, complexities around jurisdiction, registration and liability 
(including regulatory arbitrage) add difficulties in addressing space-based AI model misbehavior.  

To help reduce AI safety risks, we recommend that SBDC leader states agree that AI model training in 
space over certain compute thresholds (such as those in the EU AI Act) must be reported to the SBDC 
operator’s authorizing state and to the International Network for Advanced AI Measurement, 
Evaluation and Science (or successor international bodies focused on AI safety). This requirement 
could be imposed by the authorizing state with license conditions.98,115,116 

I. Data Governance

Governments and corporations increasingly collect extensive personal data, including geospatial 
data, with resulting invasions of privacy, discrimination and unauthorized use of personal data for 
commercial purposes. Many governments are concerned that export of their citizens’ data could 
compromise national security, law enforcement and local industrial development. Data governance 
laws address these issues while allowing data to be used for legitimate purposes, such as commerce, 
public services and scientific research.  

International law on data governance is limited. The Council of Europe's Convention 108+ is designed 
to protect personal privacy and promote transparency in data management, but it has just 34 of the 
38 ratifications needed for entry into force (Convention 108 is in force but has only European SBDC 
leader states as parties).117-119 The World Trade Organization’s (WTO's) 2024 Agreement on 
Electronic Commerce addresses digital trade but does not yet fully address cross-border data 
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flows.120-122 The United States-Mexico-Canada Agreement and the Comprehensive and Progressive 
Agreement for Trans-Pacific Partnership both have provisions limiting data localization laws.123-125 
None of the data governance provisions in these international agreements address data in outer 
space.  

The Outer Space Treaty also does not directly address data issues. The treaty’s Article VIII provides 
the registry state with jurisdiction and control over a space object and its personnel. Although Article 
VIII has not been extended to data aboard a space object, it has been used in the context of the 
International Space Station (ISS) Intergovernmental Agreement to establish the applicability of the 
registry state’s intellectual property law.113,126 

The data governance approaches of countries with SBDC activities vary substantially and, other than 
the United Arab Emirates and proposed European law, do not address the space sector directly:  

▪ The United States lacks a comprehensive federal data protection statute. Data governance is
addressed through federal government enforcement against unfair or deceptive practices, CLOUD
Act data disclosure obligations, and Department of Justice restrictions.127-131 Many US states have
data governance laws.132 California's data privacy law gives state residents the right to know when
their personal data are being collected and to opt out of its sale or sharing.

▪ China has developed extensive regulation with extraterritorial reach through its Cybersecurity Law,
Data Security Law and Personal Information Protection Law; they apply to Chinese-operated
networks regardless of where the hardware is located.133-135

▪ The EU General Data Protection Regulation (GDPR) and Data Act provide the most extensive
regulation in the world. The GDPR applies to any operator who offers services or monitors people
in the European Union, and together, they provide substantial rights protections and
safeguards.136,137 The EU NIS2 Directive and proposed EU Space Act address cybersecurity
obligations of space operators. The NIS2 directive focuses on ground-based operations, and the
proposed Act would cover space-based activities as well.138,139

▪ Although the United Kingdom is no longer a member of the European Union, its data protection
laws largely mirror those of the European Union. It has proposed legislation on cybersecurity that
includes data centers but does not address space.140,141

▪ Japan’s Act on the Protection of Personal Information requires safeguards for personal data and
conditions its extraterritorial transfer on consent, a designated destination, or equivalent
safeguards and treats storage of data overseas as a cross-border transfer.142,143

▪ India’s Digital Personal Data Protection Act is grounded in consent and notice and applies to
processing of personal data both in India and abroad (connected to offering goods or services in
India), allowing data to flow to countries it has not restricted in a negative-list model. Regulation
under its Information Technology Act, which applies to data centers but does not address space,
requires reporting of cyber incidents within six hours.144,145
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▪ The UAE space statute requires a Space Agency permit to receive, store, process or distribute
space data. It also has a federal data protection law that conditions transfers on adequacy and
safeguards. In July 2026, the UAE Space Agency gave companies 90 days to obtain licenses.146-148

▪ Israel’s Protection of Privacy Law, as amended in 2025, has an approach aligned with the EU GDPR,
supplemented by additional data security regulations.149,150

For data governance laws, does it matter whether data are stored on servers in space? Mostly the 
answer is no. For many provisions in data governance laws, server location is not legally relevant. If a 
company discloses personal data of an individual in violation of the laws of the country where the 
individual lives or the company does business, for example, it would not matter that the data had 
been stored on a server in another country. Such data governance laws apply based on the presence 
in a jurisdiction of a person whose data are being processed or of entities doing the processing, not 
the location of the servers on which data are processed.136,144 

Data localization and transfer laws are an exception. The purpose of these laws is to compel 
companies to store and process data in a specific jurisdiction or to restrict its movement abroad. 
These laws are violated if data are stored or transferred abroad without meeting certain 
conditions.136 Interestingly, the EU GDPR, perhaps the world’s leading data governance statute, uses 
the phrase “third country” in its data transfer provisions. The European Commission must deem a 
third country’s data protection to be adequate before EU data can be transferred to that country 
without additional safeguards.136,151,152 Whether SBDCs would be treated as a “third country” under 
the GDPR and which country’s data protection laws the European Commission would assess for 
adequacy are novel questions. The national law of the country that registered the SBDC would be a sensible 
answer.  

To help address variations in national laws and possible gaps in international agreements, we 
recommend the following: 

1. National governments should consider developing an agreement stating that the data
governance laws of the registry state apply to SBDCs (consistent with the provisions of Outer
Space Treaty’s Article VIII). Such an agreement could be modeled on the approach of the ISS
Intergovernmental Agreement to intellectual property (IP) law discussed above.

2. SBDC leader states should make clear that any data governance laws that apply within their
jurisdictions also apply to SBDCs registered in their countries. These clarifications could occur
by amending statutes or regulations, issuing regulatory guidance or imposing license
conditions.
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J. Security, Cybersecurity and Critical Infrastructure Designation

SBDCs have both physical and cyber vulnerabilities, including their ground stations, control links, 
optical inter-satellite links, hardware supply chains and satellites. Numerous recent incidents have 
reinforced these concerns. The physical risks were highlighted as the United States, China, India and 
Russia all conducted anti-satellite (ASAT) tests. Russia’s November 2021 test created approximately 
1500 pieces of debris that pose risks to other satellites and led to a UN General Assembly Resolution 
and pledges to stop these tests.153,154 In both Russia’s 2022 invasion of Ukraine and the 2026 US 
operation in Venezuela, important infrastructure (ground terminals for satellites and the electric grid, 
respectively) appears to have been disabled in cyberattacks.155-157 Ukrainian strikes in 2024 physically 
damaged Russian early-warning radars and a satellite facility.158,159 Cyberattacks on companies 
continue to grow. Anthropic reported disrupting a cyberattack in which a Chinese state-sponsored 
group manipulated Claude (an Anthropic model) into an espionage campaign against corporate and 
governmental targets.81-83 In 2024, a cyberattack on AT&T exposed the personal data of almost all of 
its 115 million wireless customers.160 

Despite these important risks facing SBDC terrestrial and space-based infrastructure, gaps exist in the 
relevant international law. Moreover, national law in SBDC leader states does not clearly address 
whether SBDCs should be designated as critical infrastructure and how export and foreign 
investment law applies. International law provides limits on the use of force but has more 
ambiguities around when harmful activities in space would violate those limits. The Outer Space 
Treaty Article III provides a requirement that space-based activities are conducted in accordance 
with international law, including the UN Charter, which limits the use of force in Articles 2(4) and 
51.161,162 The ITU Constitution prohibits radio service interference, and international humanitarian 
law principles of distinction and proportionality apply to all forms of warfare and all kinds of 
weapons.163-165 However, only nonbinding instruments and working group submissions address other 
key aspects of the security concerns around SBDC infrastructure.166-168 Similarly, the most widely 
ratified cybercrime treaty, the Budapest Convention, does not directly address space or operator 
security obligations, and China, India and the United Arab Emirates are not parties.169 

The relevant national law in SBDC leader states also has important gaps. No SBDC leader state has 
designated space systems as critical infrastructure, and only the European Union covers ground-
based infrastructure supporting space services.138,170-180 In addition, national export regulations and 
laws regarding foreign investment do not address how orbital compute should be designated or how 
dual-use export controls, such as those on advanced semiconductors, would apply in space.181,182 For 
example, US law does not treat launching an item into space as an export and, aside from on-orbit 
transfers of spacecraft ownership or control, lacks provisions addressing orbital computing or 
transmissions that use controlled technology or software.183-187 

To address these regulatory gaps, we recommend: 

1. SBDC leader states should designate SBDCs and their components as critical infrastructure,
ideally with coordination to avoid exacerbating the regulatory arbitrage problems discussed
below.

November 2026 



Space-Based Data Centers Roadmap: The Case for Caution 

Chapter 3.2: Key Governance Issues and Recommendations – 3.2-14 

2. SBDC leader states should build cybersecurity requirements into SBDC licensing
requirements; the proposed EU Space Act can serve as a model.182

3. SBDC leader states should update export control and investment screening rules to address
orbital compute, including transfers of control of an orbital system and the status of SBDC
operators.

4. SBDC leader states should work in international forums, like COPUOS and the new Global
Mechanism, to create clearer understandings around attacks on SBDCs and their
components that do not rise to the level of use of force.

K. Jurisdiction and Regulatory Arbitrage

Under current law, SBDC operators can strategically choose which state’s regulation applies to the 
various ground and space components of their operations. Such jurisdiction-shopping creates 
significant problems in maritime shipping and other contexts.188,189 Operators’ ITU filings for new 
satellite constellations already include split filings or ones in which multiple states file for the same 
constellation. (See Chapter 3.1(A)(i).) Rwanda, Germany, Spain, Norway, France and the Solomon 
Islands have filed for large (over 10,000) satellite constellations. SpaceX has made filings through the 
United States, Norway, Germany and Tonga.190,191 As the number of SBDCs grows, SBDC operators 
may jurisdiction-shop on various aspects of licensing to minimize environmental, debris, data-
protection or other obligations. Beyond undermining national legal regimes addressing a range of 
serious issues, this regulatory arbitrage may create complexities during disputes about which law 
applies. 

International space law creates the structure that allows for this forum shopping. The Outer Space 
Treaty establishes in Article VIII that jurisdiction and control follow the state of registry. However, its 
Article VI requirement that the “appropriate State Party” authorize and supervise non-governmental 
activities does not define “appropriate.” Depending on the states and private operators involved in 
an SBDC project, multiple states may be candidates for being the “appropriate state” to authorize 
and supervise the activities.113,192,193 

The Registration Convention requires that the 
state of registry be a launching state, defined as 
the state that launches or procures the launching 
or one from whose territory or facility the launch 
occurs.192,194,195 Notably, that state may not have 
ongoing responsibility for supervising the 
SBDC.194,196 The applicable space treaties do not 
provide a process for transferring registration 
when control of space objects changes nor do 
they require operators to verify their 
performance claims, such as around collision 
avoidance or disposal. Nonbinding General 
Assembly Resolutions 62/101 and 68/74 

Scales of justice. Source: Adobe Stock 
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recommend procedures for addressing these transfers.193,194,197 Further, as described above, the ITU 
framework does not require the notifying administration to be the launching state or state of 
registry.198 

When a project has multiple launching, authorizing and notifying states with different regulatory 
requirements, regulatory arbitrage may occur, especially given the wide variation in national laws 
related to SBDCs. Even among the SBDC leader states, the licensing requirements vary greatly. For 
example, very specific US disposal and de-orbiting requirements differ from those of other states; US 
operators must show that each satellite is at least 90% likely to be disposed of successfully and to de-
orbit LEO satellites within five years of a mission’s end.199,200 Moreover, given the flexibility of 
registration under the treaties, states with very limited relevant law, flexible licensing requirements 
or minimal connection to the SBDC project could still become the state of registry. 

We recommend several strategies for addressing these gaps: 

1. SBDC leader states should support ITU enforcement of deployment milestones as a
constraint on speculative filings and explore the development of ITU processes to ensure that
the notifying administration is also a state that authorizes and supervises the operator.201

2. SBDC leader states should condition licenses on provision of standardized performance data
so that consistent verification can occur.

L. Liability, Insurance and Life-Cycle Bonds

SBDCs involve putting massive satellite constellations into an already crowded LEO environment, 
which creates risks of collisions and debris. For example, among the many proposals detailed above, 
SpaceX has filed plans with the FCC for an SBDC constellation with up to a million satellites, and 
ADASpace’s “star compute” plan aims to put 2800 more satellites in orbit.202,203 Moreover, SBDCs are 
only a fraction of ITU’s filings and join a congested environment of roughly 40,000 tracked objects 
(including approximately 11,000 active payloads) and an estimated 1.2 million debris fragments.204 

Despite the collision and other physical risks with SBDCs, existing liability and insurance regimes 
struggle to address incidents at even the current scale. As discussed in Chapter 3.1(A )(i), the Liability 
Convention, which only addresses state-to-state claims, imposes absolute liability for damage on the 
Earth’s surface and to aircraft but only fault-based liability for damage to space objects (with no clear 
definition of fault). In addition, its definition of damage does not explicitly address service outages, 
data loss or environmental harms, and these damages may not be fully covered by the listed 
categories of death, personal injury and loss of or damage to property.205  

The Liability Convention was invoked in 1978 when the Soviet Union’s satellite Cosmos 954 
disintegrated in the atmosphere, its radioactive debris scattered over Canada, and the case resulted 
in an agreement for the Soviet Union to pay CA$3 million in damages in 1981.206,207 The first major 
satellite collision in 2009, between US Iridium 22 and out-of-commission Russian Cosmos 2251, 
produced more than two thousand debris fragments, but neither side could establish fault under the 
Liability Convention.208-210 Moreover, especially because the Liability Convention only covers damage 
in another jurisdiction, liability issues may involve third parties who make claims under domestic law 
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if they are nationals of the state that caused the damage. For example, a Florida family made a 
Federal Tort Claims Act submission against NASA asking for $80,000 in damages after a jettisoned 
battery pallet from the ISS, which was supposed to burn up during re-entry, damaged their home; 
their attorneys noted that if this incident had occurred in another country, NASA would be liable 
under the Liability Convention.211-213 

Most SBDC leader states have regulations that address liability and insurance for licensed space 
activities, but they vary substantially in what activities they cover that are relevant to SBDCs and in 
their substantive requirements.147,199,214-228 In addition, insurance coverage is often incomplete in 
what it covers and in who has coverage in contexts relevant to SBDCs. For example, when a defective 
CrowdStrike software update caused an estimated $5.4 billion in losses to Fortune 500 countries by 
disabling computers worldwide, only 10–20% of the loss was covered under their cyber insurance 
policies.229,230 As the law continues to evolve, the global space insurance market is growing rapidly, 
with projections that it will expand from $742.74 million in 2026 to $1229.57 million by 2035.231 

To address these ambiguities and gaps, we recommend the following: 

1. Parties to the Liability Convention work to clarify both what the standard for fault is and
whether it extends to service outages, data loss or environmental harms.

2. SBDC leader states ensure that their licensing includes in-orbit liability coverage and
demonstrated financial responsibility scaled to constellation size.

3. SBDC leader states create standardized approaches to orbital debris insurance,
decommissioning bonds and life-cycle financial assurance.
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